HKUVPN? Installation and Connection Procedure with 3. Click Next
VPN Client for Windows(WinXP, WinVista, Win7 and 5
W|n8l : a _ M\ Welcome to Cisco

AnyConnect Secure
s Mobility Client Setup
Notes: g Wizard

/ —

.. . F . The Setup Wizard will install Cisco AnyConnect Secure
1. Please read the appendix if you are using Kaspersky Anti-Virus or = Mobility Client o your computer. Click Next to

continue or Cancel to exit the Setup Wizard.

Kaspersky Internet Security Software
2. Itis recommended to uninstall any old HKUVPNZ2 VPN client
software before proceeding.

(A) Configuration Procedure — Installing VPN Client (To be done once only):

1. Download the VPN client from HKU Portal

e Login HKU Portal (http://hkuportal.hku.hk)
e C(Click “Campus Information Serveries”

e (Click “Central IT Services”

e Click “Download VPN Client (HKUVPN2)” Cisco End User License Agreement
e Choose and download the VPN client

End-User License Agreement

Flease read the following license agreement carefully

IMPORTANT: PLEASE READ THIS END USER LICENSE
LAGREEMENT CAREFULLY. DOWNLCOADING, INSTALLING
OR USING CISCC OR CISCO-SUPPLIED SCFTWARE

B . CCNSTITUTES ACCEPTANCE COF THIS AGREEMENT.

2. Double-click the setup file
CISCC SYSTEMS, INC. COR ITS SUESIDIARY
LICENSING THE SCFTWARE INSTEAD COF CISCO

I (®)1 accept the terms in the License Agreement: I

()1 do not accept the terms in the License Agreement

Advanced Installer

< Back
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5. Click Install

Ready to Install
The Setup Wizard is ready to begin the Typical installation

Click "Instal™ to beqin the installation. If you want to review or change any of your
installation settings, dick "Back”. Click "Cancel” to exit the wizard.

Advanced Installer

H?@lﬂsmll |

6. Click Finish to complete the setup

Completing the Cisco
AnyConnect Secure
Mobility Client Setup
Wizard

Click the Finish button to exit the Setup Wizard.

(B) Connection Procedure

1. Locate the Cisco AnyConnect Secure Mobility Client program in your
Start menu or Start Screen. The exact location of the program in the Start

menu will depend on your version of Windows and how it is configured.

el
@ Cisco AnyConnect VPN Client &
a Default Programs
& Desktop Gadget Gallery Staff
IDT Audio Control Panel
? Internet Explorer Documents
Safari
@] Windows DVD Maker Pictures
&5 Windows Fax and Scan
ﬁ Windows Live Messenger
€ Windows Media Center
@ Windows Media Player
© Windows Mobile Device Center
Ej Windows Update
i Wireshark
-4 XPS Viewer

4 start

Music

all Programs B

Computer
Control Panel
Devices and Printers

Default Programs
1. Cisco
1. Cisco AnyConnect VPN Client Help and Support
ﬁ Cisco AnyConnect VPN Client
CowaEID

4

1 Back

| Search programs and files

:E Cisco AnyConneck YRR Client

P AllPrograms

.. Cisco
1. Cisco AnyConnect VPN Client
@ Cisco AnyConnect VPN Client
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~
WiFi Manual

System Update Diagnostics

2

WiFi Event WiFi Advanced
Viewer Statistics

Sophos Endpoint Microsoft
Security and... InfoPath...

I

Microsoft Microseft Access
InfoPath Filler... 2010

o4

Microsoft Clip
Organizer

Microsoft
SharePoint...

Microsoft Office
Picture Manager

Microsoft
Qutlook 2010

Microsoft Excel
2010

%

Digital Certificate
for VBA Projects

Microsoft
OneNote 2010

P:

Microsoft
PowerPoint 2010

Microsoft
Publisher 2010

W

Microsoft Word

r

(Y

Cisco
AnyConnect..,

AF

Microsoft Office

2010 Language...

Microseft Office
2010 Upload...

2. Enter sslvpn.hku.hk in VPN box and click Connect button

stfrafne AnyConnect
CISCO Secure Mobility Client

[] vPn: Ready to connect.

sslvpn.hku.hk-
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3. Enter your HKU Portal UID and PIN in username and password box
respectively and click OK button

Flease enter your username and password.

4. Once it is connected, A VPN Logo with padlock will appear in system tray

443 PM
10/30/2012

=D

5. Right click the VPN icon in system tray and then click VPN Disconnect to
disconnect from VPN Server

Open AnyConnect

VPN Disconnect

About
it

- iil |-r El L?_;' |'-:|::|

4:43 PM
10/30/2012

Appendix:

It is a known issue that Kaspersky Anti-virus or Kaspersky Internet Security
block Cisco Anyconnect VPN client. Please follow below steps to allow VPN
connection of Cisco Anyconnect VPN client if you are using Kaspersky
product.

(A) Allow Cisco Anyconnect VPN Client in Kaspersky Anti-Virus 6.0 for
Windows Workstations

1. Open the Kaspersky Anti-Virus 6.0 for Windows Workstations and click

Settings

s )

Kaspersky Settings
Anti-Virus 6.0 f Nem—mnmnmnmom—-nr-nr e o

Your computer security is at risk vin.

I ] Protection
\/ Kaspersky Anti-Virus protects your computer against security

threats like viruses, network attacks, spam, spyware and other
malicious programs.

File Anti-Virus + Anti-Spy
Anti-Banner

Full Scan roe
Mail Anti-Virus Anti-Dialer

Quick Scan
Web Anti-Virus « Anti-Hacker

Firewall
Anti-Spam Intrusion Detection

Proactive Defense v Access Control
Application Activity Analyzer Device Control
Registry Guard

Total scanned e aN
Active threats
N
uarantined objects 1]

Backup objects Rescue Disk
Attacks blocked

Help | Support Detected Reports
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2. Click Trusted zone...

Kaspersky

Anti-Virus 6.0

- File Anti-Virus
- Mail Anti-Virus
- Web Anti-Virus
- Proactive Defense
- Anti-Spy
- Anti-Hacker
- Anti-5pam
- Access Cantrol
Scan
Full 5can
Quick Scan
Update
Options
Reports and Storages
. Metwork

Protection

General

Enable protection

Launch Kaspersky Anti-Virus at startup
|:| Enable Advanced Disinfection technology
Threats

I [ Trusted zone... ] I
Detection of the

following threat types is [
enabled:

Exclusions

Threat types... ]

viruses, worms, trojan programs, spyware and other malware,
adware, auto-dialer, suspicious compressed files, multi-packed
objects

Application settings management

a. ) [ |

3. In the window that appears, click Trusted applications tab and then click
Add... and select Browse... from the menu that appears.

K Trusted zone G || =) ]|
Trusted applications

|:| |ﬂ eProgramFiles®:\Radmin'r_server.exe 2
|:| |ﬂ feProgramFilesSehSymantecpcAnywheraiawh..,
|:| E feProgramFilesSehTimbukiu Pro‘tb2pro.exe

[C] 7 sProgramFiles3s\ULTRAVMCWINYMC,EXE

i | |[T] 7 %ProgramFiles(x86)2\Radmin'r_server.exe

[] 71 2eProgramFilesfx8613\Symantec pcinywhere., .,
[] 71 seProgramFilesfxa6)3\Timbuktu Pro\tb2pro, exe
U || ] 7] stProgramFiles i) ULTRAVNCOWWINYNC EXE
[] =7 st5ystemRoot3t\system32\DWRCS, exe

[] =71 sesystemRoot3e\system32\r_server, exe o= Import... |

—

Exclusior™ ils

Delete

_import.._|

m

i Export...

| Rule description [click underlined parameters to edit):
L Allow interaction with application interface

b

I -
ML Trusted application
1

Application:

Actions: Do not scan opened files 2 Browse...
|:| Do not control application activity Applications b |
|:| Do not control registry access ™
[C] Do not scan network traffic _| [
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4. Locate the Vpnagent program, which is normally in the C;\Program 5. Check the box against Do not scan network traffic. Click on OK, then OK

Files\Cisco\Cisco AnyConnect Secure Mobility Client folder on My Computer. again and then once more to close the Settings window and apply the
Select vpnagent and click on Open. changes.
r N
ML Trusted application ﬁ
M Programs 4 isco> Cisco AnyConnect VPN Client »
e Application: C:\Program Files\Cisco\Cisco AnyConnec | Browse... |
B Desktop o MName : Date modified Type Size Adi
L ions: ;
5_‘_} Euwnltus‘ds B res 11/12/2010 420 PM  File folder Do not scan opened files i
WSS EﬂlnstallHe\per.exe 8/17/2010 214 AM  Application D Do not control app”catiﬂn actn”t}r
= | ibrari (5] VACon.exe 8/17/2010 2:15AM  Application ) =
- J'D'E':: 1 e 8/17/2010 2:15AM  Application 1
WL E |°‘E vpnagent.exe 8/17/2010 2:16 AM  Application B
@ Documents
T el 8/17/2010 2:16 AM  Application 39 i
P_”s'c & vpndownloader.exe 8/17/2010217 AM  Application 513
(&) Pictures & vpnui.exe 8/17/2010218 AM  Application 191 _ . . .
B Videos Rule description [click underlined parameters to edit):
| M Do not scan opened files
|| ™8 Computer Do not scan all network traffic
£, Local Disk (C) at any remote host
o HPRECOVERY (T _ - ] : | and at any remote port
File name: vpnagent.exe
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(B) Allow Cisco Anyconnect VPN Client in Kaspersky Internet Security 2012 2. Click Advanced Settings and then click Threats and Exclusions. Click

or Kaspersky Anti-Virus 2012 settings... under Exclusions section
1. Open the Kaspersky Internet Security or Kaspersky Anti-Virus and click Ve settings 1 =
Settings ! ::S U’ || | Detected Threats and Exclusion Rules
2 N You can choose the categories of threats you want detected and enter exclusions into the
Advanced Settings software that you do not want scanned.

| V' Threats and Exclusions Detection of the following threat types is enabled:

'— @ Self-Defense - viruses, worms, Trojans and malicious tools;
ﬁ Battery Saving - adware, and autodialer tools;
KAsPERSKYj Compatibility - unknown packagers, and multi-packed objects;
Cloud protection = Network Settings...
@ wotifications
B“Y B D Reports and Storages Exclusions
. = Feedback Rules: 0 [total 0)

Com puter IS protected &8 Gaming Profile 3 Trusted applications: 1 (total 1)

v Threats: none O Appearance

+" Protection components: main enabled L s

R E‘ Manage Settings
+ Databases: have not been updated for a long time
v License: 30 days remaining

Help Restore 0K Close Apply

Q ok X

Update Parental Control Tools
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3. In the window that appears, click Trusted applications tab and then click
Add... and select Browse... from the menu that appears.

Py Trusted zone =] x
Exclusion rl o Trusted applications I
2 F2id] 7 = X
Applications ] Path
] [m 3 emRoot3\system32..,
Help 0K Close

4. Locate the vpnagent program, which is normally in the C:\Program

Files\Cisco\Cisco AnyConnect Secure Mobility Client folder on My Computer.

Select vpnagent and click on Open.

-

=

Fu Open
Look in: | Cisco AnyConnect VPN Client (€] ¥ = o
i Mame : Date modified Type
""‘,j" I Tes 11/12/2010 4:20 PM  File folder
RecentPlaces  alinstallHelper.exe B/17/2010 214 AM  Applicatic
! [EXVACon.exe 8/17/2010 215 AM  Applicatic
m. VACon64 exe 8/17/2010 215 AM  Applicatic
Desktop %] vpnagent.exe 8/17/2010 2:16 AM  Applicatic
o B vpncli.exe 8/17/2010 216 AM  Applicatic
= ﬂvpndownloader.ae 8/17/2010 217 AM  Applicatic
Libraries ﬂvpnui.exe 8/17/2010 218 AM  Applicatic
A
Computer
@
u 4| il | 3
Metwork h
File name: vpnagent exe -
Files of type: * e vl I Cancel I
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5. Check the boxes against Do not inherit restrictions from the parent
process (application) and Do not scan network traffic. Click on OK, then OK
again and then once more to close the Settings window and apply the

changes.

r

¥ Exclusions for application

6@ VPN Agent Service

|:| Do not scan opened files

1 Do not inherit restrictions from the parent process [application)

| Do not monitor child application activity
Do not scan network traffic

Do not scan all netwaork traffic
any remote IP addresses
any remote ports

2
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